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Be alert to who
you are talking to
on the Internet.

Because you
cannot see or
hear the person -
it would be easy
for someone to
pretend they are
someone else.

Linda - Dutch Lane Elementary School

Poster Contest Winner
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Never meet someone in person that
you have met on the Internet!
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Sarah - J. Fred Sparke Elementary
Poster Contest Winner
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Update your anti-virus software regularly. Anti-virus
software protects your computer against viruses.

Madison - Fork Lane School

Poster Contest Winner
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Block cyberbullies and always tell a trusted adult
about someone cyberbullying you.

Sara - Jansen Avenue Elementary
Poster Contest Winner
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Do not reply to
emails or instant
messages from
strangers.

Never give out
personal
information while
chatting.

Sydnie - Hoosic Valley Elementary School
Poster Contest Winner
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Do not reply to
SPAM. Close out
and delete the
email.

Erica - Glenwood Landing School
Poster Contest Winner
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Tell your parent(s) or guardian if you receive
messages that make you feel uncomfortable.
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Colette - East Street School
Poster Contest Winner
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Ask your parent(s) or guardian for permission
before using chat rooms.

Hey kids,
don't go
into chat
rooms you
don’t know
about! It’s
dangerous.

Ben - Bergen Beach School PS312
Poster Contest Winner
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Only respond to friends you really know.
"New friends” are not always who they say they are.
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Samantha - East Street School
Poster Contest Winner
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Do not open e-mail
from strangers -
do not reply to
them - just delete
them. The e-malil
could possibly
contain a virus
that could harm
your computer.

Michael - Woodland Elementary
Poster Contest Winner
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Do not send or post hurtful messages.

Stop.....Think

Stop andchink about what you are dorng. Is (¢t the nght ching? Nol it you were
this person how would you feel. .. NOT G‘O'Dd ..... St Op. o Thlﬂl(
Why are you dorng chis? StOp. ... Think. Realize What you are doing can

hurt people, 1t mught not hurt people FPHYSICALLY BUT EMOTIONALLY,

Bria - Notre Dame
Poster Contest Winner
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Multi-State Information Sharing and Analysis Center (MS-ISAC)

The mission of the MS-ISAC, consistent with the objectives of the National Strategy to Secure
Cyberspace, is to provide a common mechanism for raising the level of cyber security readiness
and response in each state and local governments. The MS-1SAC provides a central resource for
gathering information on cyber threats to critical infrastructure from the states and providing two-
way sharing of information between and among the states and with local government.
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MS-ISAC Members

State of Alabama State of Louisiana State of Ohio

State of Alaska State of Maine State of Oklahoma

State of Arizona State of Maryland State of Oregon

State of Arkansas Commonwealth of Massachusetts Commonwealth of Pennsylvania
State of California State of Michigan State of Rhode Island
State of Colorado State of Minnesota State of South Carolina
State of Connecticut State of Mississippi State of South Dakota
State of Delaware State of Missouri State of Tennessee

State of Florida State of Montana State of Texas

State of Georgia State of Nebraska State of Utah

State of Hawaii State of Nevada State of Vermont

State of Idaho State of New Hampshire Commonwealth of Virginia
State of lllinois State of New Jersey State of Washington

State of Indiana State of New Mexico State of West Virginia
State of lowa State of New York State of Wisconsin

State of Kansas State of North Carolina State of Wyoming
Commonwealth of Kentucky State of North Dakota District of Columbia
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For more information on the MS-ISAC and members - please visit: hitp://www.msisac.org
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Adults and Educators

Establish Internet Rules

Be informed and involved with your children’s Internet activity
Create a safe haven

Place the computer in a central location

Be sure your computer has anti-virus software and a firewall installed
Know the cyber space lingo

Use filters and parental control software

Use hard to guess passwords

Report any suspicious activity

Organizations

Designate a Principal Individual Responsible for Cyber Security

Know How to Recognize that you Might have a Cyber Security Problem
Understand How to Deal with Cyber Security Problems

Physically Protect Equipment

Protect Essential Hardware/Software

Control Access

Protect Information

Implement Training and Awareness Programs

Develop Internet and Acceptable Use Policy

Take Steps to Securely Dispose of Storage Media and Equipment

Kids

Always ask for permission from a parent/guardian or teacher when asked for personal information
Never talk to strangers on the Internet

Tell a trusted adult if you feel uncomfortable about any situation on the Internet

Never meet strangers in-person that you met on the Internet

Never go into chat rooms unless you have parental/guardian permission

Report any cyberbullying incident to a trusted adult or teacher

Don’t click on links that you are not familiar with and don’t download files without adult permission

Cyber Security Awareness Tips for
Adults, Educators, Organizations and Kids



Multi-State Information Sharing and Analysis Center (MS-1SAC)
http://www.msisac.org

This calendar is part of a contest of 4th and 5t graders.

We would like to thank ClassLink for providing prizes to the winners.

Thank you to all the participants and poster contest winners!

© 2007 Multi-State Information Sharing & Analysis Center (MS-ISAC)

The 2008 Cyber Security Calendar has been developed and distributed for educational and non-commercial purposes only. Copies and reproductions of this
content, in whole or in part, may only be distributed, reproduced or transmitted for educational and non-commercial purposes. Copyright language and distribution
restrictions must be included on all reproductions whether electronic or hard copy.

For questions, please contact the MS-ISAC at isac@cscic.state.ny.us.

The poster art work located throughout the calendar was developed by students in the
4t and 5" grade levels who participated in the 2006 Cyber Security Awareness Poster Contest.

Calendar Created by: Dawn Hoffman and Miriam Penney from the NYS Office of Cyber Security and Critical Infrastructure Coordination



